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Source code is not the full picture

Emergent behaviors arise when modules are integrated into systems.

Runtime effects, not visible in the source code...

What is really going on in runtime?

Correctness Performance, e.g.,
* Timeouts? * Responsiveness?
e Deadlocks? * Throughput?
* Enough hardware resources? e Efficient use of hardware resources?
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We need to Monitor in Runtime

r________________l
Lue A0Lv I 1Z2.9042]) LUILEAL DWALLIL UL LXU U LU LuILIuvl I\-'C] Star‘:ing kel\‘ Dr‘o-.is;c"i"g. .
ig:i:g ot Oogloﬂfc —zcwuze ;3; s 5 I] 19.330] xQueueBeceive (CtrlDatalueus, 100) retu I\"C] Write root certificate...

® ACEERERLioUntercyL 4 0.253] 08 Ticks: 5109 il R
184141 0000002e -> write r0 I _ i\'C] 1~P1‘Fe device D"l»a:‘ke.----
184142 100ac IncrementCounterByl+0x04 extb 1.253] 0S Ticks: 8110 Svc] Write device certificate...
184142 0000002e -> write r0 | 1.270] Comtext switch on CPU 0 to Pos_ADC_ISR Isvc] Key provisioning done...
184143 100b0  IncrementCounterByl+0x08 3j_s 1.281] xQueneSendFromISR({Cty lDat afueus) Svc] Starting WiFi...
ig::z 100fc malnf0x3o stb " ’11"T§0,[q1| 1.290] Context svitchlonlcpt o o) Control Ir Svc] WiFi module initialized.

2e -> write mem [0x011000 S-MAIN] WiFi connected to AP AndroidAP
= 1Y C L) L0 A L) J AR,
184145 10100 main+0x34 1db %r0,[%12 1.868]  xQueueSend (MotorQueue) o ¥ i
) A g e h ) Il'.S-‘lAIH] Attempt to Get IP.
184145 5a <- read mem [0x011001] -> wrlt 1.878) Actor Ready: Motor X ) ~
WS-MAIN] IP Address acquired 192.168.0.51

184146 0000005a -> write r0 1.889]) Context switch on CPU 0 to Motor Il'S LED] [Shadow ©] MQIT i £ dedicated MOl
184147 10104 main+0x38 bl_s IncrementC ) WS- L>hadow : Lreatlion or dedicated F
164147 e o 1.500] xQueueleceive (MotorQueue, 10) returns Il'.'S-LED] Sending command to MQTT task.
184148 100b4 IncrementCounterBy2 add ::If, 1.93¢]  xQueueReceive (MotorQueue, 10) blocks QTT] Received message 10880 from queue.
184148 0000005c -> write r0 1.85¢]  Comtext switch on CPU O to Control IQTT] Looked up a7swer7rvpirn.iot.us-east-1.amazon:
164145 100b8. IncrementCounterBy2+0x04: extb 1 1.965]  xQueueReceive (CtrlCudQueue, 0) timeout, MQTT] MQTT Connect was accepted. Connection establ
R R D | 1.977]  xQueueReceive(CtrlDataQueue, 100) JMQTT] Notifying task.
184150 100bc IncrementCounterBy2+0x08 j_s . . . R .
TEATE]  1RINE  maieifieda i T | 1.990] xQueueleceive (CtrlCmdQueue, 0) timeout, IANS—LED] Command sent to MQTT task passed.

I I
Instruction Trace : Event Trace :l-\pplication Logging

Producer Processor core : Software (APl or Kernel) #oftware (application)

Abstraction Level Low : Medium ’-Iigh

Overhead None : Some !\/Iore

System Requirements High : Low !_ow

Flexibility Low ! | High High
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Making Traces Useful

e Raw traces are difficult to make sense of
* Vast amounts of boring, repeating patterns
* It’s usually the anomalies that are interesting

* Could we use a powerful neural network to find them?

* Yes, we already have this - the Human Brain!
* Extremely good at pattern recognition
* But only for data in visual form...
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129.681.787]

129.682.107]

[29.682.357] 68 byte
[29.685.357]  free(0x0000C258) ased 112 bytes
[29.690.679]  malloc{llZ) returmed 0x0000C258
[29.702.250) mallec{Zl6) retummed 0x0000C2CE
[29.702.524] malloci(80) res

[29.702.820] malloc({l60) retumed OxOD0OC3FO

29. 2
[29.716. 423]
[29.718. 456]
[29.824.579]

0] malloc(llZ) ri
8] malloc(216) r

& (0. bytes

e (Ox ) releas bytes
free (0x0000C2C8) released 216 bytes
free (0x0000C258) released 112 bytes

malloc{ll2) retw
free (0x0000CZ58

med 0x0000CZ58

5] malloc(80) returned 0x0000C3R0

[29.842.437]
[29.855. 445]
[29.855.635]

[29.971.221]
[29.988.896]

malloc(160) retumed 0x0000C3FO
free (0x0000C3F0) released 160 bytes

free (0x0000C3A40) released 80 bytes

malloe(112) retw
malloc(328) retw

med 0x0000C258
med 0x0000C2C8

Primary Visual Cortex
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Trace Visualization
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Trace Visualization

i (B ! ' - . . .
o —————— | | What is desired on high level?
- Abstract the data into meaningful overviews.

e 42000

41000

o mm——————

SRS 40000
i == 29.700.000 29.800.000 29.900.000
oot 79 988 /8981 mallar (3278 retumed OxOO00OCZCS

. . N . . . ®
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Trace Visualization

45000
. L] L] ?
What is desired on high level:
44500
- Abstract the data into meaningful overviews.
44000
- Connect related views, allow drill-down.
43500
43000 [ Trace View - Vertical
® Q 50000
Ve % | % | malloc(112) returned 0x0000C255 |
AWS-LED - 1] I X0 N =
42500 | xQueueSend(Queue #1) |
42000
23.700.000 23,300,000t MOTT [ malloc(328) returned 0x0000C2C8 |
| | malloc(80) returned 0x0000C410 |
).813 (s.ms.ps) g
malloc(160) returned 0x0000C460 I
- ﬂxEventGroupSetEl‘ﬁs(EventGroup #19,1) I
E Atheros Wifi_Ta . : e xEventGroupWaitBits(EvertGroup #19, 1) returns afte
ISR using Semaphore #1 = / - xEventGroupSetBits(EventGroup #20, 1)
‘V‘ xEventGroupWaitBits(EvertGroup #19, 1) blocks
J/{free(ﬂxoooomsm released 160 bytes ]
| free(0x0000C410) released 80 bytes |

. . N . . . ®
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Trace Visualization

~ xEventGroupWaitBits(EvertGroup #1, 1) blocks

What is desired on high level?

xEvertGroupWaitBits(EvertGroup #1, 1) timeout after 1152 ps

M| Buisn ¥

- xQueueSend(Queue #1)

[ matT |

Abstract the data into meaningful overviews.

x TaskMatify(AVWS-LED)

s L y “mme— Connect related views, allow drill-down.
- S e e e i " —— xEventGroupWaitBits(EventGroup #1, 1) blocks
N Logging F—_

xEvertGroupWaitBits(EvertGroup #1, 1) timeout after 635 ps

Reveal dependencies between events.

s\
: \—{ xQueueReceive(Queue #1) returns after 109423 ps
W 2ws-LED - \
xQueueReceive(Queue #1) blocks I
xTaskMNotifyWyait(AWS-LED, -1) returns after 108796 ps
1 xQueueSend(CQueue #1) 29.840.000
[E Atheros W\ifi_Ta I —— xEvertGroupSetBits(EventGroup #19, 1)
[ ISR using Semaphare #1 l — xEventGroupWaitBits(EventGroup #19, 1) returns after 56694 ps
— xEventGroupSetBits(EvertGroup #20, 1)
| marT | — — xEventGroup\WaitBits(EventGroup #19, 1) blocks
B Logging xEventGroupWaitBits(EventGroup #1, 1) blocks
- \\ ~Q 980 AN
[i ald R [_ - \\ xQueueReceive(Queue ¥1) returns after 26272 ps | 29 8e0.000
2 (3 |'||
8 = ||.', xEvertGroupWaitBits(EvertGroup #1, 1) timeout after 889 ps
- | [\
© Il‘ ~ xQueueReceive(Queue ¥1) blocks
\
\\ xTaskNotifyWWait(2WS-LED, -1) blocks

Using Trace Visualization for Efficient Debugging of Embedded
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Trace Visualization

i (B ' ' - . . .
=1 . =. : | What is desired on high level?
Na— R o W T S -
Tirg— ) ' L - Abstract the data into meaningful overviews.
7 = } J— - Connect related views, allow drill-down.
- y l':_ = ,,- ~-=| - Reveal dependencies between events.
’ af” ‘ L | Requires specialized visualization that actually
- : understands the meaning of the trace data.
B w:: 0 ; [ ‘ | This way, far better understanding is possible.

. . N . . . ®
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Trace Visualization

N e ' - T What can be studied? Some examples:
=il ZZ BN R o~ «—r«— - Multi-threading and timing
o [ ) ' L - Context switches, internal kernel events
i - ~ A— - Execution time, response time, periodicity...
e D __ y_A= === . - APlcalls (OS, Middleware stacks, Drivers...)
= ’ 5‘ - e - Call sequences and timing

- Parameters and return values
- Blocking and timeouts
] - | - Object dependencies

Application logging
- Debug messages, variable values...

AN—— | R E A Time between important events
:"—::" | |Z E E 31 State changes over time

100D IBTBHBOCE

LR X o ) CL B

|
|
| ).
o
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Benefits of Trace Visualization

Debugging Validation Optimization
Find the cause of issues System working as intended? Get more performance
Training Documentation
Explain how an OS or APl works Visualize designs or issues

. . N - . . ®
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Methods for Event Tracing — Snapshot Trace

* Last events kept in RAM buffer

e Typically a ring buffer Embedded FlostPe
Application

e Save a snapshot when desired

] V\/heﬂ halted On a breaprlﬂt SnapshotTraceRecorder >{  Dump H
(.bin/.hex)

e Automatically on runtime errors RAM ring buff
ring buffer

Tracealyzer

\ 2

Kernel

* Can be very memory efficient,
allowing for use on MCUs.

* Percepio’s snapshot trace format
uses only 4-8 byte per event

e 5-10 KB trace buffer often
sufficient

Target Processor

. . N . . . ®
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Snapshot Trace in Deployed Systems

* Example: ABB Robotics : S

* Snapshot tracing active at all times,
also during customer operation.

* |[n case of errors, a trace is submitted
to the developers for analysis.

* Benefits
. . .
Learn a bOUt eye ry .Se rious error d Ire Ctly’ “ABB Robotics is using the first generation Tracealyzer in al A DD
the very first time it occurs. i e RCs ot ol shgpe s 200 T s o DD

* Get detailed information that PINPOINTS  regerkuiting, ciobat system architect, 188 raporics
the problem, reducing the need for site
visits and lab guesswork.

. . N . . . ®
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Snapshot Tracing on loT Devices

e Perfect for |loT syste mSs, = o

Trace View - Vertical | X [ No Sync - Trace View [1] - Vertical ~ 2 x| [Event Log

@ @ Q 347409 - @sync  View @ Q am - Msync  View Events [@Sync View Find Formatting

where secure connectivity is E— ,

2 [malloo(80) returned 0x0000C3A0

s must contain all

B aws-LED Timestamp Zvent Text A
. | malloc(160) returned 0x0000C3F0
(BT XEventGroupSetBits(EvertGroup #13, 1) [25.858.618]  xQueusReceive{Queus #1) blocks
. I Atheros_Wifi_Ta 1 1t #15,1) refurns after 55694 4 (25.856.893]  Context switch on CPU 0 to IDLE
129.859.118]  Context switch on CPU 0 to AUS-LED

[29.859.312]  xTaskNoti fyWait (AUS-LED, -1} blocks
[29.859.569]  Context switch on CPU 0 to IDLE
[25.904.890) Context switch on CPU 0 to ISR using EventGrou

XEventGroupSetBits(EvertGroup #20, 1) [29.504.890] SR #19, 1)

[29.904.890]  Context switch on CPU 0 to IDLE
FECE I S EETE R DS [29.905.067) Context switch on CPU 0 to ISR using TurQ

free(0x0000C3FO) released 160 bytes [29.905.067]  xQueusSendFromISR(TurQ)
free(0x0000C3A0) released 80 bytes [29.905.067]  Context switch on CPU 0 to IDLE
[rec(Dx000062C) reloased 215 ytes | [29.905.320]  Context switch on CPU 0 to Tur Sve
free(0x0000C2C8) released 216 bytes (25,905, 5801

xQueueReceive (TurQ)

| xEvertGroupwaitBits(EvertGroup #1,1) blocks [29.905.759]  xEventGroupSetBits (EventGroup $19, 1)

— 282725 [25.906.083]  Context switch on CPU 0 to Atheros_Wifi_Ta

‘ Tty Lo o i was My ) mommes

' xEventGi it EventGroup #1,1) timeout after 889

[xEventGroupnatas(Eventoroup #1, 1) tineout after 583 s _ | 125.906.478]  xSemaphoreTake (wex #2)

| xGueueReceive(Queve #3) blocks | (29.907.088)  Context switch on CPU O to ISR using Semapnore.

"\“-‘ free(0x0000C258) released 112 bytes :
\

® ISR using EventGroup #19
] 1

1362

3 Buisn 38
Busn 48|

* |n case of errors, upload a
trace for analysis.

B Aws-MaN
B &ws-LED

(29.907.088]  xSemaphoreGiveFronISR(Senaphore §1)

®
@
B
=
=)
o
W
8
-

 Compact and valuable

I Atheros_wii_Ta R #) biocks [29.907.088] Context switch on CPU 0 to Atheros_Wifi_Ta
Ll [29.907.317]  xSemaphoreTake (Semaphore #1)
[Cmusig semphore 1} - < = e 5 1650307 5001 xcenapboresive e 521
fwerr ) = % | % [29.907.796]  xSemaphoreTake (Murex #2)
1 1 — 2125|525 1|5 |5 |8 Camrmm A i) BRI e v
I I l O rl I I a I O I l flowns ] s [5]5 3 File @ @ @ZoomPreset View Memory Hesp Utilization - Memory Heap Utilization ~ 1 x
g |3 N
Al @ Q 901463 > @sync  View
g 1.362
. . . ® ISR using EventGroup #19 Semaphore #4 45000
PY = Semaphore
IS IS JUS OT trace aatla 'l B e e e, e e e
m T Sve Queue #3 Mutex #1 43000
@ guart e
¢ 3 5 O t r d rl b | = T B 42000
msS trace, auring a pusy Ble=— s T
. . . | E 40000
period, with many details. o
38000
@ ISR using Semaphore #1 Semaphore #1
Semaphs
W Atheros_wifi_Ta emaphare 37000
v fr— REE EFWS oo
Logging
Donsrg 35000
v 29700000 29900000 30100000  30.300000  30.500.000

W aws-LED 1
<

29.801.410 (s.mspus) Instance 2/10 of AWS-MAIN at 29.823.387 to 29.823.853 (s.ms.uis)
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Event Tracing Method 2: Streaming Trace

e Continuous transfer
* Allows unlimited trace length

* We have tested up to 70 hours Embedded
Application

Host PC

e Can use any interface with

decent throughput
Streaming Trace
e Debug/trace ports, TCP/IP, Recorder > Tracealyzer

USB or even UARTS.

Kernel

e Can be combined with live
visualization! el “

p

Target Processor

. . N - . . ®
Using Trace Visualization for Efficient Debugging of Embedded DEFCEDID

Systems, Johan Kraft, Percepio AB



Example: Live Streaming

[Zh Percepio Tracealyzer - Window 1 - X
File Find View Layout Views Bookmarks Window Help $ Feedback
>+ o x Trace View - Vertical CPU Load Graphs X er [1] o x
@ ® @ 2.000.000 - Bsync  View @ Q 10.000.000 - [B)Sync  View Resolution CPULoad Graph ~ Filter for View | Event Log v
2 T00% W fwsLeD Combined v
W AwSMAIN
m 0% I B Loggng Fiter Objects
> |e e o |= N 3 TeCul [Separate fiter parts with space x
= 2 | 2 |4 L 1 O MoTT
@ o |- = 2 |3 |e = 60% & TrorSve -0 Actors
i i B Atheros_wii_Ta - [ Services
; ES 0% W 1SR giving 0x17248 [ Objects
=2 InB : 4500000 o I Nt Crames
L - d o B 15 uaing 268562421 -] User Evert Chamnels
Stream — 0% 1 e
hw 20.000.000 25.000.000
- — < >
=i = | . Events [@)JSync View Find Formatting
E S Fier. [ Evets must contain al words lited User Events | |Serviee | [InfoEvents | [ Advanced |
| = = Timestamp Event Text s
m 00.000 ; ;
B | 4 ] [22.437.617) [Debug Console] [Shadow 0] MQTT: Subscribe to rejected topic succeed
- | = o - [22.438.027] [Debuy Console] Sending command to MQTT task.
g [22.438.833] [Debug Console] Received message 50000 from queue.
[22.459.778] [Debuy Console] Notifying task.
= F i a00000 [22.461.421] [Debug Console] 8 22277 [MQTT] Initisting MQTT publish.
|| - R [22.462.587] [Debuy Console] Command sent to MQTT task passed.
(- - [22.462.958] [Debug Console] [Shadow 0] MQTT: Publish to operation topic succeede
(Acts > - [22.594.891] [Debuy Console] 9 22413 [MQTT] Receiwed fixed header, 92 bytes to re
3 o D [22.599.005] [Debug Console] Sending command to MQTT task.
—_ s |5 E [22.599.812] [Debug Console] Received message 60000 from cueue.
@ - = 2 o [22.622.098] [Debug Console] 10 22438 [MQTT] Initiating MQTT subscribe.
» | p— ] [22.730.007] [Debuy Console] MJTT Subscribe wa: ccepted. Subscribed.
Il - = 13 |8 [22.730.147]  [Debug Console] Notifying task.
& [22.732.371) [Debuy Console] 11 22567 [MQTT] Received fixed header, 3 bytes to re
| 95 I [22.733.113]  [Debug Console] Command sent to MQTT task passed.
[22.733.763] [Debuy Console] [Shadow 0] MQTT: Subscribe to accepted topic succeed
w — — [2z.734.020] [Debug Console] Sending command to MQTT task.
| e [22.734.827) [Debuy Console] Receiwved message 70000 from queue.
[22.758.213] [Debug Console] 1Z 22573 [MQTT] Initiating MQTT subscribe.
z = e = n [2z.864.986] [Debug Console] MQTT Subscribe was accepted. Subscribed.
e 7 2 2 |z (2 [22.865.126]  [Debug Console] Notifying task.
m |5 > (@ |2 [22.867.353] [Debug Console] 13 22702 [MQTT] Received fixed header, 3 bytes to re
(] < o [22.868.668] [Debug Console] Command sent to MQTT task passed.
[22.869.039] [Debuy Console] [Shadow 0] MQTT: Subscribe to rejected topic succeed
= - [22.869.733]  [Debug Console] Sending command to MQTT task.
— i B [22.870.542] [Debug Console] Received message 80000 from cueue.
@ 0 [22.898.500] [Debug Console] Notifying task.
] == [22.300.248] [Debuy Console] 14 22703 [MQTT] Initiating MQTT publish.
| I— [22.901.164] [Debuy Console] Command sert to MQTT task passed.
PP [22.901.814] [Debuy Console] [Shadow 0] MQTT: Publish to operation topic succeede
- = [23.053.132) [Debuy Console] 15 22871 [MQTT] Received fixed header, 451 bytes to
i~ = ; Enable Al Disable Al
4 S O 2 4 D X 0 26.400.000 [23.055.769] [Debuy Console] AWS LED Demo initialized.
» I i e |s I [23.055.318] [Debug Console] Use mobile application to turn on/off the LED_ = 148 items

Showing 80 (of 9510) events
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Customer Case 1 — Random Timing Variations
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Periodic task should execute every 5 ms...

7.000

6.500 @

6.000 a o
5.500

5000 po-oo—O00000000000000000400 i I I o o I o o v e I o R o I R R R R R
4500
4.000
3.500
3.000
2.500
2.000
1.500
1.000
500

1.900.000 2.000.000 2.100.000

Y-axis shows time between activations. There are random variations between 4-7 ms

. . N . . . ®
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When looking closer at these locations...

= oo | . [
R | NewTime(2005) | T
d | NewTime(2006) |
.................. ——— NewTime(2007) T
. ~—| NewTime(2008) |
g0 NewTime(2009) | a—
No OS Ticks for 2.5 ms
_________ | NewTime(2010) | e
[ samplerTask [ [ NewTime(2011) |
Il ControlTask | j~ﬂ ~—— NewTime(2012) | e
....... J*—{ NewTime(2013) |

ControlTask seems to disable interrupts, thereby disabling the RTOS scheduler!

. . N . . . ®
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Don’t disable interrupts, use a Mutex instead!

; “--i-tn-—i-=t———| NewTime(2008) |
2 8 |3 | NewTime(2009) |
: --------- - {[ControITask events] Updating file ]
B -----:-o.......——{ xSemaphoreTakeRecursive(FS_Muex) | iodici
D ."-r-_{NewTime(2010) | 5.500 NOW perfeCt > perIOdICIty!
o1 | W ~—{NewTime(2011) | e s e
H ControlTask “““““”“ukn:::::::::::::::::ﬁxSemaphoreGiVERECUFSiVe(FS-"‘ue‘:' | 4500
2 ; ﬁ * ~—{ NewTime(2012) | .
5. _4—{ NewTime(2013) | 1500
3.000
2500
2.000
1.500
1.000
500

1.800.000 1.900.000 2.000.000 2.100.000 2.20(

. . N . . . ®
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Customer Case 2 — The Watchdog Reset
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Sometimes a Watchdog Reset occurs, why?

(cdne

— ,‘—i [Watchdog margin) 3ms |

20 000

B CortrolTask

A user event was added just before kicking the
watchdog, shows the "margin” (timer value)

B SamplerTask

| ServerTask

&5 o Watchdog margin] 1 ms

(dnuejs)

1

=340.000

(@ WatchdogiSR Watchdog timer expires, since not kicked in time

[ ServerTask & _ - {[Error messages] Watchdog reset!

Hes)

A0 N

. . N . . . ®
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Why doesn’t SamplerTask kick the Watchdog?

= oo « 5 (3 (% \
= . e B |3 | = [Watchdog margin] 1 ms
ServerTask | = | D | vTaskDelay(4)
Clue
i SamplerTask |—n| Supposed to kick the watchdog, but is
----— xQueueSend(ControlQueue) blocks | blocked on a message queue send.
= | %
® WatchdogISR | z |© Q|3
ServerTask I s |5 - [Error messages] Watchdog reset!

. . N - . . ®
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Why is ControlQueue blocking?

Object Utilization - Object Utilization

@ Q 348552 + [®] sync

6

View

|

LRl

0

275.740 (ms.ps)

100.000

200.000 300.000

Bl ControlQueue

Using Trace Visualization for Efficient Debugging of Embedded
Systems, Johan Kraft, Percepio AB

Clue

The queue seems to only
allow 5 messages, so blocks
because it gets full!

percepio




So ControlQueue gets full... Why?

User Event Signal Plot - All Channels

® Q 348552 ~ [@Sync  View

1}
No Value

CPU Load Graphs

L

"_L—

0 100.000

@ @ 348552 ~ [@Sync  View Resolution CPU Load Graph

100 %

Message Receive Time - Message Receive Time

0 100.000

® Q 348552 - [Bsync  View

50.000
40.000
30.000
20.000
10.000

0
No Value

v

200.000 300.000

200.000 300.000

0 100.000

200.000 300.000

> 0 X

Error messages
B ‘watchdog margin

B (startup)

W ControlTask
[ ServerTask
B SamplerTask
B W atchdoaglSR

> o x

. ControlQueue

Using Trace Visualization for Efficient Debugging of Embedded

Systems, Johan Kraft, Percepio AB

Symptom
Watchdog “margin” decreases...

Clue 1

ControlTask (green) gets less CPU time. This
since ServerTask (yellow) uses more CPU
time and has higher scheduling priority.

Clue 2
Messages are buffered in ControlQueue for
longer time (send -> receive).

Conclusion
ControlTask can’t keep up reading the messages
due to ServerTask’s higher priority.
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Swapped Task Priorities — Problem Solved!
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Summary — Customer Case 2
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Thank you! Questions?
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